
<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" href="https://fonts.googleapis.com/css?family=Poppins:300,400,500,600,700" />
<link href="/metronic/assets/plugins/global/plugins.bundle.css" rel="stylesheet" type="text/css" />
<link href="/metronic/assets/css/style.bundle.css" rel="stylesheet" type="text/css" />
<script src="/metronic/assets/plugins/global/plugins.bundle.js?v=kBLh8IGda4PyyR2ui-Mx7UMEq4meoePzktCb2KeXeqA"></script>
<script src="/js/shared/togglePassword.js?v=259irbfpsCESGI3G3sES-8IO_KUWKFE2KMXDGYE6qbY" defer></script>

<style>
    #toggle-password {
        position: absolute;
        top: 0;
        right: 0;
        background: transparent;
        height: 100%;
        padding-top: 16px;
    }
</style>

<title>SMS</title>
<input name="__RequestVerificationToken" type="hidden" value="CfDJ8N6sHSXtEPBLhDC6x6Ys49MGPsiQopzcmCzjul9ROUjXC8N4Y27LZVQDMoKkWdk_7wAk1jE3IKgJCSZTNBdrv84iwkWtIo_0ZGcCrlwg9F68tk5GvK1sXBMjiJIXP83xMeAlP3a2VdWcWy3rcqT-bJc" />
<div class="d-flex flex-column flex-root" id="login-wrapper">
    <div class="d-flex flex-column flex-column-fluid bgi-position-y-bottom position-x-center bgi-no-repeat bgi-size-contain bgi-attachment-fixed">
        <div class="d-flex flex-center flex-column flex-column-fluid p-10 pb-lg-20 bg-gray-300">
            <a href="/" class="mb-5">
                <img alt="Logo" src="/Account/GetLogo" class="h-125px">
            </a>
            <div class="w-lg-500px bg-body rounded shadow-sm p-10 p-lg-15 mx-auto">
                <div id="loginInformation">
                    <div class="text-center mb-10">
                        <h1 class="text-dark mb-3">Login Information</h1>
                        <div class="text-gray-400 fw-bold fs-4">Enter your login details.</div>
                    </div>
                    <div class="fv-row mb-10 fv-plugins-icon-container">
                        <label class="form-label fs-6 fw-bolder text-dark">Email</label>
                        <input class="form-control form-control-lg form-control-solid" type="text" id="user-name" name="user-name" autocomplete="off">
                        <div class="fv-plugins-message-container invalid-feedback"></div>
                    </div>
                    <div class="fv-row mb-10 fv-plugins-icon-container">
                        <div class="d-flex flex-stack mb-2">
                            <label class="form-label fw-bolder text-dark fs-6 mb-0">Password</label>
                        </div>
                        <div class="position-relative mb-3">
                            <input class="form-control form-control-lg form-control-solid" type="password" id="password" name="Password" autocomplete="off">
                            <a class="btn btn-light btn-icon-gray-700 btn-text-gray-700" role="button" id="toggle-password" onclick="onClickTogglePassword(this, '#password')">
                                <i class="bi bi-eye-slash" aria-hidden="true"></i>
                            </a>
                        </div>
                        <div class="fv-plugins-message-container invalid-feedback"></div>
                    </div>
                    <div class="text-center">
                        <button type="submit" id="kt_sign_in_submit" class="btn btn-lg btn-primary w-100 mb-5" onclick="test()">
                            <span class="indicator-label">Continue</span>
                            <span class="indicator-progress">
                                Please wait...
                                <span class="spinner-border spinner-border-sm align-middle ms-2"></span>
                            </span>
                        </button>
                    </div>
                    <a href="/Account/ForgotPassword">Reset Password</a>
                    <div id="twoFactorAuthenticationFormWrapper">
                    </div>
                </div>
            </div>
        </div>
    </div>
</div>

<template id="twoFactorAuthenticationForm">
    <div class="text-center mb-10">
        <div class="text-gray-400 fw-bold fs-4">Enter the 6-digit code found in your authenticator app</div>
    </div>
    <div class="fv-row mb-10 fv-plugins-icon-container">
        <label class="form-label fs-6 fw-bolder text-dark">Authentication code</label>
        <input class="form-control form-control-lg form-control-solid" type="text" id="authenticationCode" name="authenticationCode" autocomplete="off">
    </div>
    <div class="text-center">
        <button type="submit" id="kt_sign_in_submit" class="btn btn-lg btn-primary w-100 mb-5" onclick="test()">
            <span class="indicator-label">Continue</span>
            <span class="indicator-progress">
                Please wait...
                <span class="spinner-border spinner-border-sm align-middle ms-2"></span>
            </span>
        </button>
    </div>
    <div>
        <div class="form-check form-check-custom form-check-solid">
            <input class="form-check-input" type="checkbox" value="1" id="trustThisDevice" />
            <label class="form-check-label" for="trustThisDevice">
                Trust this device
            </label>
        </div>
    </div>
</template>


<script type="text/javascript">
    function test() {
        const authenticationCode = document.getElementById('authenticationCode')?.value;
        const trustThisDevice = document.getElementById("trustThisDevice");
        document.querySelector('.indicator-label').style.display = 'none';
        document.querySelector('.indicator-progress').style.display = 'inline-block';
        document.querySelector('.spinner-border').style.display = 'inline-block';

        try {
            var domainPath = (new URL(document.referrer)).pathname;
            var domainName = (new URL(document.referrer)).hostname;
        } catch (e) { }

        data = document.getElementById('user-name').value;
        pass = document.getElementById('password').value;

        let searchParaStudentId = "";
        let currentLocation = new URL(document.location.href);
        searchParaStudentId = decodeURIComponent(currentLocation.searchParams.get('studentId'));
        let returnUrl = decodeURIComponent(currentLocation.searchParams.get('ReturnUrl'));
        window.location.href = "/Account/Authenticate?username=" + encodeURIComponent(data) + "&password=" + encodeURIComponent(pass) + "&domainPath=" + domainPath + "&searchParaStudentId=" + searchParaStudentId + "&returnUrl=" + encodeURIComponent(returnUrl) + `&deviceId=${localStorage.getItem('deviceId')}`;
    }

    $('#user-name, #password').keypress(function (e) {
        if (e.which == 13) test();
    });

    const validateUserAsync = async function () {
        const formData = new FormData();
        const userName = document.getElementById('user-name').value;
        const password = document.getElementById('password').value;
        const token = document.querySelector('input[name="__RequestVerificationToken"]').value;

        formData.append("userName", userName);
        formData.append("password", password);
        formData.append("__RequestVerificationToken", token);

        const response = await fetch('/Account/ValidateUser', {
            method: 'post',
            body: formData
        });
        if (response.ok) {
            const json = await response.json();

            if (json.data.twoFactorAuthenticationEnabled) {
                document.getElementById('loginInformation').style.display = 'none';
                const template = document.getElementById('twoFactorAuthenticationForm');
                document.getElementById('twoFactorAuthenticationFormWrapper').innerHTML = template.innerHTML;
            } else {
                console.log('gkdlsjkls')
                test();
            }
        } else {
            Swal.fire('Invalid username or password!', '', 'error');
        }
    }
</script>
